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Modularity Anomaly Types –

Part I

Alessandro Garcia

Symptoms of quality degradation

� Modularity anomalies

� Robustness anomalies

� Security vulnerabilities
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A modularity anomaly is…

� … an indication, observed in the modules of a 

software artefact, that usually corresponds to a 

deeper quality problem [Fowler 99]

� quality: maintainability, comprehensibility, reusability, …

� it represents the violations of one or more 

modularity principles in a system module

May 16 3

Modularity principles

� Each module should satisfy:

� explicit and simple interface

� encapsulation

� high cohesion

� low coupling

� single responsibility (~separation of concerns)

� OCP – the open-closed principle [Meyer 88]

� ISP – the interface segregation principle [Martin 96]
� “Clients should not be forced to depend on methods they do not use”

� cohesive interfaces instead of "fat" interfaces
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ISP: The Interface Segregation Principle 
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Types of Design and Code Anomalies

� They manifest in different artifacts produced in 

specific SE stages

� code anomaly

� e.g. class decomposition: Fowler’s catalogue

� design anomaly

� e.g. Brow’s catalogue, Riel’s catalogue

� architecture design anomaly

� e.g. component-connector decomposition: Medvidovic’s catalogue

� architecture anomaly: drift problem
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Code Anomalies
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Code Anomaly

A code smell is a surface indication 
observed in the implementation

that usually corresponds to a deeper 
quality problem in the system.

Martin Fowler, 1999

Code Anomalies

� popular term:  “bad smell” or “code smell”

� may indicate architecture or design problems

� indicative that refactoring may be appropriate

� arose out of developments in refactoring

� modifying an existing code to accommodate 
future changes

� each ‘code smell’ is associated with a number 
of possible refactorings

� Examples of Frequent Code Anomalies

� Feature Envy

� God Modules

� Long Method

� Duplicated Code
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Code Anomalies

Feature Envy

If a (piece of) method seems more interested in a 

module other than the module it actually is in 

[Fowler 99]

� Examples of possible principle violations:

� cohesion and coupling

� single responsibility

� information hiding

Feature Envy - Example I

10

<<subsystem>>

DATA

EmployeeArray

<<subsystem>>

public class ComplaintRepo{

...

public int insert(..){..}

public void update(..){..}

public int getIndex(..){..}

public boolean exists(..){..}

public Complaint search(..){..}

public void reset(..){..}

public Object next(..){..}

public void remove(..){..}

public List getList(..){..}

public boolean hasNext(..){..}

public void updateTimestamp(..){..}

public int searchTimestamp(..){..} 

...

}

Repository

Factory
ArrayRepository

ComplaintRepo

- at least one different axis of change

- no cohesion with the rest

- two feature envies within the

module
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Code Anomalies

God Class

is a module that knows too much or does too much 

[Fowler 99]

� Examples of possible principle violations:

� single responsibility

� cohesion and coupling

� information hiding

� interface segregation

Example of a God Class… 

� … accumulating too many

responsibilities

� three concerns

� most of the module changes

are due to the presence of

AlbumData and Persistence

ImageAccessor

+ ImageAccessor()
+ loadAlbuns()
+ resetImageRecordStore()
+ addImageData (x, y, z)
+ addImageData (a, b, c)
+ loadImageDataFromRMS()
+ updateImageInfo()
+ getImageInfo()
+ setImageInfo()
+ loadSingleImageFromRMS()
+ loadImageBytesFromRMS()
+ deleteSingleImageFromRMS()
+ createNewPhotoAlbum()
+ deletePhotoAlbum()
+ getAlbumNames()

+ String Album_Label
+ String Info_Label
+ StringDefault_Album-Label
+ String Image_Label
# String[] albumNames
-RecordStore imageRS
- RecordStore imageInfoRS

ImageData AlbumData Persistence

A
d

d
e
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e
…
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God Class - Another Example 
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<<subsystem>>

<<subsystem>>

GUI

Business
HWFacade

Symptom

Complaint

Employee

<<subsystem>>

public class HWFacade{

public void updateComplaint(..){..}

public Complaint searchComplaint(..){..}

public void insertComplaint(..){..}

public void insertEmployee(..){..}

public Employee searchEmployee(..){..}

public void updateEmployee(..){..}

public void insertSymptom(..){..}

public Symptom searchSymptom(..){..}

public void updateSymptom(..){..}

...

}

- Three responsibilities: three axes of change (violation of 

SRP and ISP)

Clients Z

Clients Y

Clients X

communicate
with different
parts

Code Anomalies

God Class

is a module that knows too much or does too much 

[Fowler 99]

� Split into Modules – decompose it into two or more 

classes

� Remove Feature Envies – apply refactorings for 

each instance of feature envy
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Other Code Anomalies

May 16 Alessandro Garcia @ OPUS Group 15

Shotgun Surgery Intensive Coupling

Disperse Coupling

Duplicate Code

Long Method

Lazy Class

God Class Feature Envy

16May 16

Shotgun Surgery God Class Intensive Coupling Feature Envy

Misplaced Class Disperse Coupling

Code anomalies

Duplicate Code

Long Method Composition Bloat

Idle Pointcut Lazy ClassLazy Aspect Anonymous Pointcut

Forced Join PointGod PointcutGod Aspect

Code Anomalies also depend on the underlying 

programming technique

AOP-specific
anomalies
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Classification of Code Anomalies

� By Moha et al, 2010
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Naouel Moha, Yann-Gaël Guéhéneuc, Laurence Duchien, Anne-Françoise Le Meur: DECOR: A Method for the 

Specification and Detection of Code and Design Smells. IEEE Trans. Software Eng. 36(1): 20-36 (2010)

Sonar

Structure101

Understand

SAVE

SCOOP
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Underlying technique: detection strategies

� Techniques to detect code smells are based on module 

attributes

� Detection strategy is a logical expression based the 

combination of metric values - example

GC = 

access data from more than one
class with few methods

one of the classes with higher
number of methods

low cohesion (not many
shared attributes)

May 16 Alessandro Garcia @ OPUS Group 20



5/10/2016

11

Example of a God Class… 

� … accumulating too many

responsibilities

� three concerns

� most of the module changes

are due to the presence of

AlbumData and Persistence

� Not easy to detect upfront in

large systems

ImageAccessor

+ ImageAccessor()
+ loadAlbuns()
+ resetImageRecordStore()
+ addImageData (x, y, z)
+ addImageData (a, b, c)
+ loadImageDataFromRMS()
+ updateImageInfo()
+ getImageInfo()
+ setImageInfo()
+ loadSingleImageFromRMS()
+ loadImageBytesFromRMS()
+ deleteSingleImageFromRMS()
+ createNewPhotoAlbum()
+ deletePhotoAlbum()
+ getAlbumNames()

+ String Album_Label
+ String Info_Label
+ StringDefault_Album-Label
+ String Image_Label
# String[] albumNames
-RecordStore imageRS
- RecordStore imageInfoRS

ImageData AlbumData Persistence

Version 5

Example of a God Class… 

� … It isn’t not in the top 

list (25%) of modules:

� with highest # of methods

� with the lowest cohesion 

� …even changing the threshold

� is not able to detect that the

module addresses:

� three implicit concerns

� most of the module changes

are due to the presence of

AlbumData and Persistence

ImageAccessor

+ ImageAccessor()
+ loadAlbuns()
+ resetImageRecordStore()
+ addImageData (x, y, z)
+ addImageData (a, b, c)
+ loadImageDataFromRMS()
+ updateImageInfo()
+ getImageInfo()
+ setImageInfo()
+ loadSingleImageFromRMS()
+ loadImageBytesFromRMS()
+ deleteSingleImageFromRMS()
+ createNewPhotoAlbum()
+ deletePhotoAlbum()
+ getAlbumNames()

+ String Album_Label
+ String Info_Label
+ StringDefault_Album-Label
+ String Image_Label
# String[] albumNames
-RecordStore imageRS
- RecordStore imageInfoRS

ImageData AlbumData Persistence

A
d
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e
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Modules become ‘God’
over time… ImageAccessor

+ ImageAccessor()
+ loadAlbuns()
+ resetImageRecordStore()
+ addImageData (x, y, z)
+ addImageData (a, b, c)
+ loadImageDataFromRMS()
+ updateImageInfo()
+ getImageInfo()
+ setImageInfo()
+ loadSingleImageFromRMS()
+ loadImageBytesFromRMS()
+ deleteSingleImageFromRMS()
+ createNewPhotoAlbum()
+ deletePhotoAlbum()
+ getAlbumNames()

+ String Album_Label
+ String Info_Label
+ StringDefault_Album-Label
+ String Image_Label
# String[] albumNames
-RecordStore imageRS
- RecordStore imageInfoRS

ImageAccessor

+ ImageAccessor()
+ addImageData (x, y, z)
+ addImageData (a, b, c)
+ loadImageDataFromRMS()
+ updateImageInfo()
+ getImageInfo()
+ setImageInfo()
+ getAlbumNames()

+ String Album_Label
+ String Image_Label

ImageAccessor

+ ImageAccessor()
+ loadAlbuns()
+ addImageData (x, y, z)
+ addImageData (a, b, c)
+ loadImageDataFromRMS()
+ updateImageInfo()
+ getImageInfo()
+ setImageInfo()
+ loadSingleImageFromRMS()
+ loadImageBytesFromRMS()
+ deleteSingleImageFromRMS()
+ deletePhotoAlbum()
+ getAlbumNames()

+ String Album_Label
+ String Image_Label
# String[] albumNames
-RecordStore imageRS

Version 1

Version 3

Version 5

History of Code Evolution

History-Sensitive Analysis: the Solution? 

� ‘Actual’ God Classes tend to show increasing bad modularity 

properties over time: increasing lines of code (LOC), growing 

coupling, high cohesion, etc…
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Challenge

� History-sensitive analysis – disadvantage:

� may encourage late detection of code anomalies

� not an adequate solution for congentinal or early-

introduced code anomalies

� How to support continuous detection of code 

anomalies?

May 16 Alessandro Garcia @ OPUS Group 25

� The difference is subtle

� Difference of design and code anomalies

� code anomalies are localized in one or a few 

modules

� design anomalies are the generalized misuse of 

design mechanisms in the system: e.g. inheritance 

� Functional Decomposition,

May 16 26

Code vs. Design Anomalies

W.J. Brown, R.C. Malveau, W.H. Brown, H.W. McCormick III, and T.J. Mowbray, Anti Patterns: 
Refactoring Software, Architectures, and Projects in Crisis, first ed. John Wiley and Sons, 
Mar. 1998.
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Classification of Design Anomalies

� By Moha et al, 2010
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Naouel Moha, Yann-Gaël Guéhéneuc, Laurence Duchien, Anne-Françoise Le Meur: DECOR: A Method for the 

Specification and Detection of Code and Design Smells. IEEE Trans. Software Eng. 36(1): 20-36 (2010)

Relationships

May 16 28

Naouel Moha, Yann-Gaël Guéhéneuc, Laurence Duchien, Anne-Françoise Le Meur: DECOR: A Method for the 

Specification and Detection of Code and Design Smells. IEEE Trans. Software Eng. 36(1): 20-36 (2010)
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Types of Design and Code Anomalies

� They manifest in different artifacts produced in 

specific SE stages

� code anomaly

� e.g. class decomposition: Fowler’s catalogue

� design anomaly

� e.g. Brow’s catalogue, Riel’s catalogue

� architecture design anomaly

� e.g. component-connector decomposition: Medvidovic’s catalogue

� architecture anomaly: drift problem – violation of a modularity 

principle

� drift vs. erosion problems

May 16 29

Software has an “architecture” too!

May 16 30
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Intended architecture of a software system

May 16 31

� … defines how developers actually communicate and work 

on the system’s “building blocks”

Actual architecture of the same…

May 16 32

… software system
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Architectural Erosion

May 16 33

Actual architecture 

in the program

Intended

architecture 

Architectural Erosion

May 16 34

Actual architecture 

in the program

Intended

architecture 
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Architectural Erosion

Intended architecture Actual architecture

May 16 35isela @ OPUS Group

Architectural Drift

May 16 36

Intended

architecture 

No dependency
violation!

Unused interface

Scattered concern

Ambiguous interface

Bloated interface

Concern
overload
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Architectural Drift – Scattered Concern

May 16 37

Scattered Concern

Violates:

- Separation of 

concerns

- SRP

- Low Cohesion

- High Coupling

Scattered Concern vs. Code Anomalies

38

<<subsystem>>

<<subsystem>>

<<subsystem>>

Concern B1

ConcernB2

ConcernC2

ConcernC

ModuleA

ModuleB

ModuleC

Concern A1

Concern A2

Concern C1

Scattered Concern

Feature Envy

in the Code

Feature Envy

in the Code
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Architectural Drift – Ambiguous Interface
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Scattered Concern

Ambiguous Interface

Violates:

- Explicit interface

(which services?)

- OCP

Other Architectural Anomalies

May 16 40

Intended

architecture 

No dependency
violation!

Unused interface

Scattered concern

Ambiguous interface

Bloated interface

Concern
overload
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Architecture Anomalies...

� ... are hard to detect since:

� one need to rely on detailed architectural models, 

which are not available 

� architecture recovery techniques do not help

� they retrieve only candidate names of components

� detailed information about component interfaces is not 

retrieved

� Source code is often the only artefact available

� are code anomalies indicators of architectural 

anomalies? do they serve as hints?
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Target Systems

Shotgun Surgery God Class Intensive Coupling Feature Envy

Misplaced Class Disperse Coupling

Code anomalies

Duplicate Code

Long Method Composition Bloat

Idle Pointcut Lazy ClassLazy Aspect Anonymous Pointcut

Forced Join PointGod Pointcut

Architectural problems

Ambiguous Interface

Cyclic Dependency

Overused Interface Scattered Functionality

Extraneous Connector

Connector Envy

C. Concern Overload

God Aspect

Redundant Interface

What is the relationship between them? Less understood…

- Architectural models are often not available or updated

- Can we detect architectural anomalies in the source code by

observing code anomalies?


