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Robustness anomalies

* Robustness is the ability of a program to
continue operating even in the presence of
erroneous conditions (exceptions)

* Robustness anomalies are structures in the
program that hamper proper handling of
erroneous conditions

— they might also simultaneously represent bugs,
architectural violations (erosion), etc...
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Exceptions

Unexpected conditions or events
that occur at runtime and prevent
programs to continue their normal
execution flow

ey to continue _
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Data collection

Step 1 — Gather complete history of revi
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Fix
https://issues.apache.org/bugzilla/s
how_bug.cgi?id=52591 Skip
attributes where getters throw
UnsupportedOperationException

iy

Comment contains
Report_Id
~L && keyword
“Exception”?

Revision comment
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Comment contains
Report_Id
&& keyword
“Exception”?

Revision comment
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Data collection

.‘ RawdataJr =

:
Improvement tasks pe
s
- Faults due to unchecked exception
f Tests
Workaround to avoid external faults

Others 1

Confirmed exceptional fault revisions

®Tomcat ™ Hadoop
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[ fﬁai Volatility

150, two conclusions:
El. The failure occurs above
\response.encodeURL("j_security _check")" call.

2. | suspect that _jspx_page_context is null. In

that case the Throwable in the catch block is
silently swallowed.

xample of fragment extracted from bug report

~ i fﬁai Volatility

ubg
. LTI

Diff description 1 me
What caused the

observed fault?

11



ol peie
e e T

_ Mt

ﬁai Volatility

s

. P Lot

A

What caused the
observed fault?

pserved fault

Information swallowed

Improper continuation of execution
Resource leak

Uncaught exception

Overly generic catch block
Premature termination

Throwing wrong type

Overly protective try-block
Exceptional loop break

Excessive throwing condition

All categories

\ A ad
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™ Tomcat ™ Hadoop
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Information swallowed sub-categories

Uninformative or wrong error message ‘ ‘ ‘ 7 ‘ ‘ ‘ 8
1|
Swallowed exception 2 -
1|
Suppressed exception 1 2
1|
Missing log 2

1|

! Destructive wrapping 2
| S

g Uninformative generic type thrown 1

|

‘ Tomcat ~ Hadoop
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~public void copyBytes () throws IOException{

try{
& //manipulate bytes g
= }
finally {
closeStream( out ); i
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throws IOException{
try{ .
//manipulate bytes g
}
finally {

closeStream( out );

: A 28R RERE A a FEy 0 ':13;3
publlc v01d copyBytes () throws IOException({
R try{ .
ﬁ //manipulate bytes g
}
finally {

closeStream( out );
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public void copyBytes () throws IOException{

try{

ﬁ //manipulate bytes G
I }

finally {

closeStream( out );
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throws IOException{

e try{

= //manipulate bytes Q
I }

finally {

fﬁi::>> closeStream( out );

Na
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_;public void copyBytes () throws IOException({

try{

//manipulate bytes G g

}
finally {

closeStream( out ); Q "
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"public void copyBytes () throws IOExceptionf{

//manipulate bytes ©<_ g

try{

}

finally {

s e ] jo= s

Original exception does not flow
out of the method
AND
Exception raised on the finally
block does not contain information
about the original exception
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// do something

}

catch ( IOException e ) {

String s = e.getMessage () ;

throw new BusinessException( s );

o, R

‘i

Extracted from bug report:

“(The error is) the fact that the catch block
that logs the exception is swallowing
the original exception and (its) stack trace.”

oo 0

tring s = e.getMessage();

throw new BusinessException( s );

j public Q(
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= }

g: catcl
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