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Abstract. In the embedded systems (ES) area, more than 50% of prob-
lems occur at system delivery and are related to misconceptions in cap-
turing requirements. Also, requirements engineering (RE) is crucial to
meet time, cost, and quality goals. An important step to improve the
RE approaches for ES is to gain a detailed understanding of the retro-
spective and trends presented by the literature. We have conducted a
systematic literature review to gain an in-depth understanding of trends
and needs concerning RE research. We report on the main results of our
study related to three research questions: what requirements should be
considered during ES development? what are the RE contributions for
ES? and what challenges/problems are identified in the research litera-
ture to RE for ES? Based on the results of the study, we draw conclusions
for future RE research.
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1 Introduction

Embedded Systems (ES) are present in different domains such as automation
technology, automotive, avionics, energy technology or medical technology. The
majority of ES are less visible, and they run in engines, brakes, seat belts, airbag,
and audio system in your car. In addition, they command robots on a factory
floor, power generation in a power plant, processes in a chemical plant, and
traffic lights in a city [21]. Broy [7] defines Embedded System as a system that
regulates a physical device by sending control signals to actuators in reaction to
input signals provided by its users and by sensors capturing the relevant state
parameters of the system.

The requirements for software products and systems are gathered, analyzed,
documented, and managed through the Requirements Engineering (RE) process.
It focuses on the development of processes, methods, models, techniques, and
tools to help in the conception of software and systems, covering the activities of
elicitation, analysis, specification, validation, and management of requirements
[32].



Embedded systems are known for their high complexity, caused by the in-
creasing number of functions and the growing number of interactions among
different functions. According to [7], in the embedded system domain, more
than 50% of the problems occur when the system is delivered. However, many
problems are not related to the correctness of implementation but with miscon-
ceptions in capturing requirements. Besides that, companies face the challenge
of market pressure. They have to produce high-quality and innovative products
in short time. Hence, requirements engineering process is crucial to meet time,
cost, and quality goals [30].

This paper aims to provide insights into trends and needs in RE for ES
research. To this end, we have analyzed the results of a Systematic Literature
Review (SLR) which included studies from 1970 to September 2016, resulting
initially in 11.403 papers, from which we classified and analyzed evidence from
75 studies. The SLR addressed the following questions: (1) What requirements
should be considered during embedded systems development? (2) What are the
requirements engineering contributions for embedded systems? And (3) What
challenges/problems are identified in research literature relating to RE for ES?
The results of this paper are a step towards developing a body of knowledge in
RE for ES necessary to be handled to requirements engineering researchers in
the development of a precise RE for ES.

The remainder of this paper is organized as follows: Section 2 discusses related
works. The SLR method used in this research is presented in Section 3. Section
4 presents the results of the review with a discussion and analysis for each
research question. Threats to validity are discussed in Section 5. Finally, Section
6 summarizes our conclusions.

2 Related Work

Requirements engineering for embedded systems is a research area addressed
by many studies. However, we identified only one secondary study [33] that
synthesize RE in embedded systems domain.

A previous SLR on requirements elicitation and specification for embedded
systems proposed by Sousa [33] differs from ours by means of a time interval,
RE activities, the number of databases, and research questions. Our SLR con-
sidered studies from the last 46 years. It took into account all activities of the
RE process and included seven databases in the studies selection, while [33] con-
sidered studies from 2000 to 2014 and included those related to elicitation and
specification activities. Regarding the databases, six were used. It is important
to highlight that our research questions are different from those proposed in [33].

In order to gain an in-depth understanding of practitioners needs concerning
RE research and method development, Sikora [30] conducted an industrial survey
to investigate what were the current industry needs concerning method support
for requirements engineering in the ES domain. They conducted the study with
seven large companies from five different ES domain. They also highlighted the
need for a more intensive use of models in RE, a method support for abstraction
layers, and the need to consider safety engineering concerns in RE approaches.



3 Systematic Literature Review

A systematic literature review, as well as other kinds of review studies, is an ex-
ploratory study to investigate evidence in the literature about a specific theme
[16]. To perform this SLR, we used guidelines and the protocol template pro-
posed by Kitchenham and Charters [15], whose process involves several activ-
ities grouped into three main phases: planning, conducting, and reporting of
the review. It consists of the following steps: (1) identification of the need for a
systematic review, (2) development of a review protocol, (3) a comprehensive,
exhaustive search for primary studies, (4) quality assessment of included stud-
ies, (5) data extraction and monitoring, (6) data analysis and synthesis, and (7)
report-writing. We used a tool called StArt (State of the Art through Systematic
Review) [19] to support the application of the SLR.

3.1 Source Selection and Search

The search string was defined according to the research question and relevant
papers about the domain to be studied. Table 1 presents the search string used.
The string was applied according to the format required by the following elec-
tronic databases searched: ScienceDirect, IST Web of Science, Scopus, Springer-
Link, ACM Digital Library, IEEE Xplore, and Compendex. Figure 1 depicts the
systematic review process and the number of papers identified at each step.

Table 1. Search String

Search string

("requirements engineering” OR ”requirements elicitation” OR ”requirements specification” OR
”requirements management” OR ”requirements validation” OR ”requirements verification” OR ”re-
quirements eduction” OR (”requirements modeling” OR ”requirements modelling”)) AND (”em-
bedded systems” OR ”safety critical systems” OR ”real time systems” OR ”embedded software”
OR ”embedded product”) AND (”approach” OR ”technique” OR ”framework” OR ”processes”
OR “methods” OR "tool”)

The papers we selected to be part of the review are primary studies, peer-
reviewed studies, and studies that discuss requirements engineering in embedded
systems development, published since 1970 until September 2016 and satisfy
the minimum quality threshold (50%). Due to the lack of space, the quality
assessment (QA) process and results are omitted in this paper!. It is important
to note that the SLR references with its respective IDs are listed in http://
bit.ly/2kAYp6F. Thus, the reader can consult the list to identify the studies
represented in Tables 2 and 3.

4 Key Results of the Study

This section reports on the findings of the investigation for each research question
as defined in Section 1.

! The QA results can be found at http://bit.1ly/2otluKz
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Fig. 1. Systematic literature review process. Adapted from [9].

4.1 Requirements for Embedded Systems Development

This section aims to answer the following research question “What requirements
should be considered during embedded systems development?”. The identification
we performed to answer this question was based on the reading of the studies.

After the requirements identification, we classified them into the four levels
of our Requirements Engineering Process for Embedded Systems (REPES). The
REPES process is under development [25], and we created the levels to divide
the requirements engineering tasks in four views. The description of the levels is
depicted below.

Our research on the requirements in systematic literature review studies has

resulted on the identification of 56 requirements. These 56 requirements are
presented in Figure 2. According to our classification, the majority of require-
ments (39, 70%) belongs to the requirements level, followed by enterprise level
(9 requirements, 16%), system level (5 requirements, 9%), and context level (3
requirements, 5%).
Requirements on Enterprise Level The requirements classified at this level
are related to the stakeholders involved in the embedded systems development,
the standards, policies, and laws that should guide the development process, the
execution environment of the ES, and relationships with suppliers and manufac-
turers.

The handling of multiple stakeholders is a problematic requirement. Require-
ments engineering for embedded systems is a multi-disciplinary approach. It
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Fig. 2. Requirements classification into the REPES levels.

requires domain experts from several areas, such as mechanical engineers for
physical context, electrical engineers for the hardware context, as well as Human-
Machine-Interface (HMI) experts for the usability aspects [17]. The market pres-
sure involves the consumer changes, environmental, and regulatory needs. All of
these can impact the requirements engineering for ES since it is necessary to
move fast and change requirements to facilitate the agility and flexibility needs
of its container [17].

Certification process requirements aim the application of a particular de-
velopment process, guidelines, documentation, and steps for the product under
development. These issues will depend on the embedded system domain, such as
avionics, automotive, industrial automation, and medical. Process infrastructure
requirements and standards are related to the way the results of RE activities
and tasks will be documented, managed and which development tools must be
used [6].

Execution environment requirements should capture the essential properties
of the environment such as temperature, humidity, the area of operation, and
electric current in which the embedded system under development will operate
[11]. Migration of standards relies on requirements that depict the migration to-
wards more complicated/sophisticated standards based on their availability [20]
[10]. It is important to note that migration of standards is closely related to the
certification process requirements. Finally, suppliers relationship requirements
are based on existing commercial off-the-shelf (COTS) [14].



Requirements on System Level The requirements classified at this level are
related to the system behavior, the environment required by the system and the
functionalities that the system is supposed to perform.

Desired behavior and system behavior relies on customer wishes to the final
embedded product [13]. In this way, customer expectations should be managed
as well as the undesired behavior, the system reactions that should be avoided.
Thus, it is possible to find different ways to treat them. Environmental assump-
tions (expectations) are conditions that the system environment must accomplish
for correct system operation [4].

Incorrect environmental assumptions can be the cause of several system fail-
ures, such as the number of architectural elements (e.g., control variables). Cor-
rect assumptions can benefit system reuse and integration [4]. Behavioral re-
quirements should determine the behavior of a software system and the services
offered by it [6].

Requirements on Requirements Level The requirements classified at this
level are related to functional and non-functional requirements, hardware re-
quirements, software and hardware constraints, integration between hardware
and software, manufacturer requirements, and product infrastructure require-
ments and standards.

Failure detection and monitoring requirements aim the identification and
definition of which kinds of failures must be detected (failure detection mecha-
nisms/functions) or to what extent correct functionality must be monitored [6].
Sophisticated techniques have to be used to find good design solutions using the
space of exploration [31]. Space of exploration is a space of possible solution, and
the aim is to identify the best functional requirements configuration considering
the non-functional requirements. A big challenge in ES domain is to manage
conflicting NFRs (e.g. cost and safety).

Partitioning is related to fault containment requirements. The goal of such
requirements is to ensure that a failure in one partition must not propagate to
cause failure in another partition [29]. In order to maintain the system in a safe
state, it is necessary to describe what actions and/or constraints should or should
not be performed, the so-called safety functional requirements [23]. Manufactur-
ing requirements aim the production of relevant information/documentation for
fabricating the product [27]. Another challenge is the requirements specification
for component reuse. Maintenance and integration issues may cause compatibil-
ity problems, mainly with legacy code developed for the original core component
model [18].

Embedded systems encompass a software/hardware-constrained computing.
These constraints are related to cost, size, CPU, memory, energy, etc. The sys-
tem needs to be able to deal with its computation resources efficiently [12].
Hardware-related requirements should define the physical devices (input and
output devices, e.g. interaction displays), interface characteristics (e.g. external
communication interface), voltage component requirements (e.g. ac/dc adapter),
etc [24]. Product infrastructure requirements and standards aim the definition of



which implementation technology (programming language, code pattern) must
be used or which standard components have to be re-used [6].

Integration between hardware and software relies on the system integration,
which verifies the interaction among software components and the communi-
cation interfaces between the software and hardware [27]. Shared resource re-
quirements should define the resources that are shared by several components
(e.g. electric motor), they are commonly used to detect collisions among sharing
components in the system [2].

Our investigation resulted in the identification of 22 non-functional require-
ments. Generally these NFRs consist of quality attributes (e.g. performance, re-
liability, survivability, robustness, safety, safety critical, security, real-time, tem-
poral); development constraints (e.g. timing, area, weight, power consumption,
total energy, cost, fuel economy, low gas emission, timing consumption, resource
consumption), and external interfaces requirements (e.g. user interface, usability,
human-machine interaction).

Requirements on Context Level Requirements at this level are related to
environmental assumptions, behavioral requirements, and system behavior (dis-
cussed in section 4.1). According to Ali (2010) [1], a context is a partial state of
the world that is relevant to an actor’s goal. Therefore, we should analyze the
requirements cited before to identify and specify contexts that could affect the
system execution. Requirements at this level must describe the system execu-
tion, the place in which the context is localized and the available resources to use
[26]. The description of these items can be used to model and specify contexts.

The above contributions may be useful in different contexts. For example,
(i) during the definition of a requirements engineering process for embedded
systems, (ii) the contributions can provide insights for discussions to decide the
issues that will be considered during the ES development, (iii) to understand
the requirements involved in ES domain, and (iv) it can provide an attempt to
separate the requirements concerns at the levels of the REPES process.

4.2 Requirements Engineering Contributions for Embedded
Systems

This section aims to answer the following research question “What are the re-
quirements engineering contributions for embedded systems?”. Thus, we can per-
form a retrospective on the RE problems considered by the community. The
classification we made to answer this question was based on the analysis of RE
problems addressed by the studies. The results of this question are depicted in
Table 2. Due to the lack of space, we will not provide descriptions for all RE
contributions illustrated in Table 2.

We focused on specific RE contributions for ES. The contributions of the
studies that fit in general purpose contributions (32%, 24 studies) were left aside.
Besides, many studies did not explicitly discussed the goal of their proposals
(13.33%, 10 studies).

The most cited contribution are Integration between requirements and archi-
tecture (P1) and Specification of safety requirements (P2). They were referenced



Table 2. Requirements engineering contributions.

# Contributions Studies

General open issue. 24 studies

It does not cite/Not clear. 10 studies

P1 Integration between requirements and architecture S07, S38, S60, S74

P2 Specification of safety requirements S12, S25, S57, S61

P3 Specification of timing requirements S34, S52, S63

P4 Specification of real-time capabilities S58, S62, S75

P5 Lack of a well-defined requirements engineering process for embedded 309
systems domain

P6 Handling of multiple stakeholders S27

P7 Integration between hardware and software S11
Improved use case for the requirements elicitation and specification of

P8 S42
embedded systems

P9 Specification of timing behaviour and operational system properties S41

P10 Elicitation and analysis of security requirements S40

P11 Specification of security requirements S48

P12 Requirements reuse for embedded systems S36

P13 Verification of timing requirements S34

P14 Specification of resource requirements S05

P15 Physical and non-functional requirements in SPL for embedded systems S68
Modeling of functional and non-functional requirements for the domain of

P16 S47
embedded systems

P17 Handling of multiple non-functional requirements on the entire distributed 503
system

P18 Specification of electronic control unit (ECU) S37

P19 Prototyping embedded systems for requirements validation S01

P20 System and controller specification S35

P21 Control of the physical processes of embedded systems S45

P22 Space of system specification S06

P23 Detection and correction of behavioral requirements S44

P24 Integration of safety and security requirements to the overall system S64

P25 Specification of system behavior and software architectures S67

P26 Integration of tools used by different stakeholders S04
High number of elements available for modeling due to different domain

P27 S74
experts

P28 Elicitation of trustworthiness requirements S70

P29 Requirement definition and their verification in the context of 999
distributed embedded system
Lack of a unified framework for requirements engineering of

P30 L. S69
safety critical systems

P31 Avoid manual intervention for analysis of embedded systems S10

in 4 studies (5.33%) each. The studies of P1 aim at the representation and align-
ment of functional and/or non-functional requirements to the system architec-
ture. Among the solutions, we can highlight the definition of a domain specific
language (SO7 and S38), requirements formalization (S60), and SysML exten-
sion (S74). These results show the importance to keep requirements engineering
activities aligned with the architecture development.

The studies of P2 discuss that the capability to use formal methods (S12),
fault tree analysis (S25), observation (S57), and boilerplate notation (S61) might
be used to improve safety requirements specification of embedded systems. Spec-
ification of timing requirements (P3) is a concern mentioned in 3 studies (4%). It
is necessary for the correct execution of embedded real-time systems. Component-
based approach (S34) and scenarios (S52) can be used to generate time specifi-
cation, or it is possible to integrate timing constraints in other approaches such
as problem frames (S63).



The Specification of real-time capabilities (P4) is discussed in 3 studies (4%).
The solutions include a design methodology for constraints of embedded real-
time system specification (S58), an approach to check the specification of ERTS
(S62), and a combination of UML, SysML, and MARTE stereotypes to improve
activities of requirements specification (S75). In the automotive industry, re-
quirements engineering processes are not well-defined in most cases. The current
practices of RE in the automotive industry are often inadequate to deal with the
increasing size and complexity of software-intensive systems [5]. Thus, there is
a Lack of a well-defined requirements engineering process for embedded systems
(P5).

One of the major problems in the development of embedded systems is the In-
tegration between hardware and software (P7). The goal is to determine whether,
on a given hardware platform, the implementation of the requirements speci-
fication is feasible. Specification of electronic control unit (ECU) (P18). Tt is
necessary to have an approach to manage the large amount of requirements in-
formation to specify the number of functionalities that work in an ECU, to know
what is the boundary through which the ECU interacts with its environment,
to define how a functionality reacts to the inputs by producing the outputs,
and to describe how an ECU exchanges data and control with other ECUs via
communication media.

The above contributions may be useful in different contexts. For example, a
newcomer (e.g. new student) will be able to identify, study, and understand the
main contributions related to requirements engineering for embedded systems.

4.3 Research needs on Requirements Engineering for Embedded
Systems

This section aims to answer the following research question “What challenges/prob-
lems are identified in research literature relating to RE for ES?”. The purpose
of this question is to identify further work needed on RE for ES. It was based
on the analysis of the future works addressed by the studies, and they are pre-
sented in Table 3. Due to the lack of space, we will not discuss all RE challenges
depicted in Table 3.

We focused on specific RE problems for ES. The problems of the studies that
fit in general purpose problems (36%, 27 studies) were left aside. Besides, many
studies presented their proposals, but they did not discuss challenges/problems
on RE for ES. This corresponds to 33.33% of the studies (25 studies).

The most cited challenge/problem is Apply the proposed study in industry em-
bedded systems project (O1). This challenge was referenced in 4 studies (5.33%),
and it is the consequence of the low number of proposals evaluated in the indus-
trial context (46.6%). These results show the need of applying the proposal in
practice with real users to assess the extension of the contributions.

Specification of timing requirements (O2) and Refining requirements into
specifications taking the environmental assumptions into account (O8) are the
second most cited challenges/problems (2.66%). Timing requirements and en-
vironmental assumptions are necessary for the correct operation of embedded



Table 3. Challenges/Problems on requirements engineering for ES.

#  Research directions Studies

General open issue. 27 studies

It does not cite/Not clear. 25 studies

O1 Apply the proposed approach in industry embedded systems project S04, S09, S31, S59
02 Specification of timing requirements S01, S20

Refining requirements into specifications taking the environmental

03 . . S07, S21
assumptions into account
04 Improve the development process for ensure functional safety S41
requirements
Handling of non-functional requirements such as QoS, safety, reliability,
05 . . S37
resource and scheduling properties
06 Specification of safety requirements S45
O7 Specification and analysis of scenarios for embedded systems S52
Enhance the IEEE Std 830 and establish a reference Software
08 . X . . S72
Requirements Specification for automotive system
Hardware verification and modeling of synchronous and
09 S22
asynchronous components
Measuring requirements stability and reusability in embedded systems
010 . S36
domain
O11 Analysis of hazard and threats, timing, performance, and safety S64
012 Integration of requirements management tools S07
013 Simulation execution of practical real-time software in a visual way S62
014 Modeling of urgency S10
015 Evolution of behavioral requirements and functional design S44
016 Timing requirements verification and tool support development S63
017 Specification of user interface for embedded systems S20
018 Variability in embedded systems development S47

Complete the language implementation; validate the language considering S71

019 244 FR; transformation of ReSA requirements to formal requirements

real-time systems [4]. S21 expects to look at how environment entities could be
modeled using Colored Petri Nets(CPN) representations.

ISO 26262 is an international standard for functional safety of road vehicles.
This ISO can be used to Improve the development process for ensuring functional
safety requirements (O4). Handling of non-functional requirements such as QoS,
safety, reliability, resource and scheduling properties O5 is pointed out by Liu et
al. [22]. With NFRs parameters, it is possible to deal with performance analysis
for specification.

Investigations are also necessary to propose mechanisms to perform the Spec-
ification of safety requirements O6. A possible solution may be an investigation
to derive safety requirements from the results of a systematic analysis of the
system. This derivation can be done by formalizing the results of fault tree anal-
ysis. Difficulties are also faced up to Enhance the IEEE Std 830 and establish a
reference Software Requirements Specification (SRS) for automotive system O8.
Considering that there are many different SRS for the automotive system, the
development of a reference template is a substantial challenge.

S10 argue that a model checking tool would allow the direct description of
the Modeling of urgency O16. When the functional design of an ES is changed, a
potential disorder of the behavioral requirements can be detected and displayed.
The Evolution of behavioral requirements and functional design O17 aims to sup-
port the model evolution of them on the fly. Specification of user interface for
embedded systems 019 is a concern that should be considered for embedded sys-



tems in an industrial context. Depending on the case, many users interactions can
happen. Thus, a good user interface can increase production and reduce costs.
Variability in embedded systems development O22 is a crucial issue to consider.
Most consumer electronics contain embedded software, and this dynamic market
requires approaches to support fast development and deliver entire families of
products.

The above contributions may be useful in different contexts. For example, a
newcomer (e.g. new student) will be able to identify new research opportunities,
and they can become the subject of new research projects.

5 Threats to Validity

According to Bittencourt et al. [3], bias in the selection of studies and inaccuracy
in data extraction are the main threats to validity of systematic reviews. With the
aim to avoid these threats, we followed the guidelines provided by Keele [15] to
develop a reliable and auditable research protocol. The protocol was validated by
means of inspection and comparison between already published SLR protocols.

The search string of a SLR must be evaluated several times to avoid the risk
of omitting relevant studies. The risk of this threat highly depends on how well
the keyword list is built. To decrease this kind of risk, we took into account the
research questions and a well-known set of papers to build the initial taxonomy,
which evolved over time. While the protocol was being built, (during a period of
15 days) we executed the search string several times in the digital libraries. In
doing so, we identified the weaknesses and provided some refinements in order
to obtain better results. We also used seven different search engines to omit the
limitations implied by employing a particular one.

During data extraction, subjective decisions may have occurred since some
papers did not provide a clear description or proper objectives and results. There-
fore, it is possible that we wrongly classified the studies when we applied the
inclusion/exclusion criteria or that impartial data extraction may have occurred.

6 Conclusions and Future Work

This paper presents trends and needs in RE for ES research based on the results
of a SLR. We pointed out specific requirements that RE researchers should con-
sider (section 4.1), the contributions of the extensive research on RE for embed-
ded systems (section 4.2), and we highlight the challenges/problems regarding
RE for embedded systems (section 4.3).

This work may help RE researchers to focus their work on more relevant
needs on RE for embedded systems. In addition, the results and conclusions of
this work are expected to help practitioners to identify specific requirements that
must be considered in embedded systems development and gain awareness of the
relevant research results identified in our SLR. The most relevant findings from
this review and their implications for further research are as follows.

Need to improve the specification and analysis of timing require-
ments. Timing requirements is necessary for the correct operation of embedded
real-time systems [4]. Hence, the requirements engineering for ES should provide



guidelines for the specification, analysis, and verification of timing requirements
[8] [34].

Need to improve the specification and analysis of the NFRs. Despite
the current contributions to ameliorate the non-functional requirements prob-
lem, there is a lot of open issues to be solved. Handling of multiple NFRs such as
QoS, safety, and reliability is pointed out by Liu et al. S37 as future work. The
difficulty is to select the best possible system configuration on the selection of
one or a set of non-functional requirements. In addition, the requirements spec-
ification must simply be suitable to derive safety requirements from the results
of a systematic analysis of the overall system [28]. Therefore, RE approaches for
embedded systems need to provide a significantly improved account of NFRs
concerns.

Need of integration tools. The development of embedded systems re-
quires stakeholders from different expertise. Thus, a tool should be able to or-
ganize the specification in a structured manner into several abstraction layers
(additional views/expertise). In addition, it is necessary to develop interfaces for
migrating from well-known requirements management tools such as Doors and
RequisitePro.

Need to include RE standards. There are different requirements engi-
neering standards such as IEEE Std 1233:1998 and IEEE Std 830:1998. Nev-
ertheless, RE approaches for ES are not using what has already been done to
develop specific RE processes for ES domain. The RE standards provide tasks,
activities, practices, goals, and work products that can be tailored to accomplish
the RE necessities for a particular ES domain.

Need to apply the studies on real industry projects. Despite the fact
that the industrial community of embedded systems is investigating requirements
engineering (46.66% of the studies were applied in an industrial context), there
is still a need for implementing the studies in real industry projects with real
users in order to improve the relevance of the research and to assess to what
extent the approach contribute to the RE for embedded systems.

In our future work, we will exploit the study results to enhance a RE process
for embedded systems that is being developed in our group (see [25]). The aim
is to tailor our research in order to address the challenges/needs identified in
this study. We also intend to continue this SLR to answer the following research
questions: i) what phases of the requirements engineering process have been
supported by the approaches?; ii) what are the domains that the approaches
support?; and iii) what style (scenario-based, goal-oriented, etc.) of software
requirements modeling have been supported by the studies?.
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