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Abstract. Requirements engineering for embedded systems is challenging
since they have unique properties that make it complex, expensive and error-
prone as compared with other system categories, such as information systems. It
is well known that organizations with high process maturity level reduce errors
in system development. There are some requirements standards and maturity
models. However, they are not complete and detailed enough to guide organiza-
tions and practitioners in the Requirements Engineering for Embedded Systems.
In this paper a maturity model is developed which can be used to assess the ma-
turity of requirements engineering process for embedded systems. We propose
an Embedded System Module, which consists of an enhancement of the Unified
Requirements Engineering Process Maturity model (Uni-REPM). This module is
based on international standards, a metamodel, and an extensive systematic liter-
ature review. It will provide a quick assessment tool through which a company
that develops embedded systems would be able to know what the strengths and
weaknesses of their requirements are engineering process.
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1 Introduction

An Embedded System (ES) can be defined as a system that regulates a physical device
by sending control signals to actuators in reaction to input signals provided by its users
and by sensors capturing the relevant state parameters of the system [4].

Requirements engineering for embedded systems is challenging since it has unique
properties that make it complex, expensive and error-prone as compared with other
software categories, such as information systems. Examples of unique properties: (i)
Embedded Systems are usually tightly coupled to their physical environment (eg. bur-
glar alarm, microwave, printer, brakes, and climate control), (ii) the context of ES re-
quires an extensive range of stakeholders with different roles (eg. hardware, electrical,
and requirements engineer), (iii) the interaction interfaces are mostly hardware
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components (eg. buttons and LCD display), (iv) Hardware Requirements Specification
(HRS) is as essential as Software Requirements Specification (SRS), and (v) most of
the embedded software functions are performed regularly and repetitively.

Inappropriate Requirements Engineering (RE) practices may result in incomplete
requirements, incorrect elicitation and specification, high complexity, and economic or
human loss. In fact, software plays a critical role in ES. Hence, RE for embedded sys-
tems is a problem that needs to be investigated to avoid inadequate or misunderstood
requirements [18, 22].

A maturity model can be defined as a set of stages through which an organization
progresses from an initial to the desired stage [25]. Organizations with high maturity
levels minimize errors in system development and requirements engineering. Thus,
companies can avoid fixing problems after system delivery. Additionally, there are or-
ganizational benefits such as gains in productivity, improved product quality, and more
accurate and predictable schedules and budgets [7].

There are standards that cover requirements engineering such as IEEE Std 1233 [10],
IEEE 830 [11], ISO/IEC 12207 [12], and ISO/IEC 29148 [14] as well as some maturity
models such as SE-CMM [1], Uni-REPM [23], and CMMI-DEV [21]. However, these
standards and maturity models are general and do not include practices related to the
peculiarities of the embedded system like hardware, mechanical, electrical, and envi-
ronmental requirements. Additionally, some requirements maturity models like Re-
quirements Capability Maturity Model (RCMM) [2], and Market Driven Requirements
Engineering Process Model (MDREPM) [9] apply to a limited type of RE process and
application domain or exist in draft form. Hence, they are not complete and detailed
enough to guide organizations and practitioners in the requirements engineering for
embedded systems.

We argue that the standards and models discussed above seem unable to help em-
bedded systems organizations in assessing and improving their RE process capability
and maturity. Thus, the goal of this paper is to propose an embedded system maturity
module for organizations to use it as a guide to assess their current practices and pro-
cesses, as well as improve their processes by adopting selected practices suggested by
the module. It is named Uni-REPM ES.

The maturity module proposed in this work is an extension to Uni-REPM. We opted
to extend it since Uni-REPM is a known universal lightweight model to evaluate the
maturity of RE processes [23]. Additionally, it has been used by companies, covers the
main requirements engineering phases, and allows the requirements engineers to eval-
uate by themselves a RE process in few hours. Moreover, it was the basis for the Uni-
REPM SCS extension [24], which define a maturity model for Safety Critical Systems
(SCS).

The goal of the new Uni-REPM ES module is to offer to organizations that develop
embedded systems a way to evaluate and improve their RE practices. Using the Uni-
REPM ES module, organizations can identify the strengths and weaknesses in their
requirements engineering process and improve them from basic to advanced level. Be-
sides, the module can be used in different embedded system domains, and it does not
require the use of specific techniques.



The remainder of this paper is organized as follows. Section 2 presents the research

methodology. In Section 3 we present the structure and contents of the Uni-REPM ES
module. The limitations are discussed in Section 4. Finally, conclusions and future
works are shown in Section 5.

2

Research Methodology

The construction of the Uni-REPM ES was based on 8 steps:

1.

Knowledge acquisition: In this first step, we extended a systematic literature review
that was conducted to identify and analyze the requirements engineering approaches
for embedded systems [19], in order to cover the period from 1970 to June 2019.

. Problem definition: After a comprehensive investigation of the domain and answer-

ing a set of questions regarding RE for embedded systems, we identified, i.e (i) the
lack of requirements engineering maturity model for ES, (ii) the need for specific
RE practices for embedded systems. These issues lead us to another problem, (iii)
what should be considered when creating a RE maturity model for embedded sys-
tems?

. Metamodel development: We developed a metamodel to serve as a resource model

for integrating characteristics of the significant concepts of embedded systems [20].

. Identification of information sources: In this step, we took the concepts of the meta-

model and looked for them in all 92 studies of the SLR and the main RE standards
to identify and select the information sources for the requirements engineering sub-
processes, and actions/practices. We considered the following several RE standards
to knowledge acquisition, including: IEEE Std 1233:1998[10], IEEE Std
830:1998[11], ISO/IEC 12207[12], ISO/IEC 15289[15], ISO/IEC 15288[13], SE-
CMMI[1], and CMMI-DEV[21].

. Definition of module design architecture: After the analysis of the information

sources, we proposed the structure and organization of the module components such
as its process areas, sub-process areas, and actions.

. Development of a draft model - process dimension: In this step, we developed a draft

model. Hence, after the literature review and RE standards analysis, we proposed 15
new sub-processes areas and 89 actions to be addressed by companies that develop
embedded systems. In Figure 1 we present the sub-process areas, their respective
actions, and how they are connected to the Uni-REPM model.

. Development of a draft model - maturity dimension: In this stage, we updated the

draft module of the previous step considering the maturity dimensions. Thus, we
assigned a fixed number of maturity levels for the module actions. We opted to use
the same measurement mechanism as Uni-REPM. The Likert scale with three levels
(Basic, Intermediate, and Advanced). According to Vilela et al [24], three options
reduce user difficulties and improve their interpretation. Thus, it makes it easier for
practitioners to understand the maturity model evaluation

. Consolidate the model: After several discussions and refinements, we consolidate

the model in an understandable way.



3 The Uni-REPM Embedded System Module

We propose an embedded system maturity module (Uni-REPM ES) for Uni-REPM.
The goal is to include requirements engineering practices for embedded systems and to
support companies to improve the maturity of their processes. In the next sections, we
describe the sources of sub-processes, module structure, its contents and how to use it
to evaluate the maturity level of an organization.

3.1  Source of Sub-Process

The module consists of several sources of information such as systematic literature re-
view [19], requirements engineering standards [10,11,12,13,14,15], and concepts of a
metamodel [20]. We examined requirements engineering standards to knowledge ac-
quisition since organizations have used them. These documents provide guidance to
gather, evaluate, document, and manage requirements for software development. Note
that the complete description of the module is available at: http://tiny.cc/Uni-REPMES

3.2  Overall Structure of Uni-REPM ES

The Uni-REPM ES module is structured in the same way as Uni-REPM [23]: A Process
Area view and a Maturity Level view. The purpose of the process area view is to pro-
vide a way to navigate the model easily and find actions/practices of the same group.
On the other hand, the maturity level view specifies sets of practices that belongs to a
consistent and coherent RE process, and where the practices in one level supports each
other as well as the more advanced practices on the next level [23].

Process area view. The embedded system module follows the same hierarchy of Uni-
REPM. It defines three levels: Main process area (MPA), Sub-process area (SPA) and
Action (ACT). On the top level of the model, there are seven Main Process Areas:
organizational support (OS), requirements process management (PM), requirements
elicitation (RE), requirements analysis (RA), release planning (RP), documentation and
requirements specification (DS), and requirements validation (RV). Each MPA is fur-
ther broken down into several SPAs and, on the bottom level, an Action denotes an
activity that should be executed or a specific item that should be present [23].

Each action has a level that goes from 1 to 3, corresponding to "Basic," "Intermedi-
ate," and "Advanced" level. It depends on the difficulty to perform the action; how
essential it is for the RE process and dependencies between actions. This assignment is
necessary for the Maturity Level View development. Additionally, Uni-REPM ES has
a measurement instrument for practitioners to identify the status of their RE process.

Figure 1 presents the Embedded Systems module and its relationship with Uni-
REPM. The embedded system module extends the Uni-REPM model by adding new
SPAs highlighted through dashed lines. The original module and processes were not
altered, and none were removed.

Our ES module has seven main processes, fifteen sub-processes, and 89 embedded
systems actions describing practices to improve processes maturity.
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Considering our goal to integrate embedded systems practices in RE process, we
preserve the seven process areas of Uni-REPM. It is important to highlight that Uni-
REPM was defined according to well-adopted processes such as Kontonya and Som-
merville [16]. The Main Process Areas (MPAS) are described below.

(1) Organizational Support (OS): it is responsible for assessing the amount of assis-
tance given to RE practices from the surrounding organizations.

(2) Requirements Process Management (PM): it contains a set of activities to man-
age, control requirements change as well as to ensure the organization about the
process execution.

(3) Requirements Elicitation (RE): it deals with the discovery and understanding of
customer needs to communicate the information to other stakeholders such as
system developers.

(4) Requirements Analysis (RA): encompasses a set of activities to detect errors, to
create a detailed view of requirements as well as to estimate risk and priorities.

(5) Release Planning (RP): covers a set of actions to determine the optimal set of
requirements for a specific release to achieve a defined/estimated time and cost
goals.

(6) Documentation and Requirements Specification (DS): it handles the organization
of requirements gathered from elicitation process into consistent, accessible and
reviewable documents.

(7) Requirements Validation (RV): the goal is to check if the requirements agree
with quality standards and the needs of stakeholders. Additionally, it contains
actions to assure that the documented requirements are complete, correct, con-
sistent, and unambiguous.

Sub-process area (SPA) contains closely recommendations or permissible actions
intended to support the achievement of a bigger goal [23]. The unique identifier as-
signed to each SPA is composed of the MPA identifier to which the SPA attaches and
its abbreviation. For example, "OS.PR" represents a sub-process called "Process Re-
quirements" which resides under "Organizational Support".

We purpose fifteen SPAs to be connected to the several MPAs as described below:

(OS.PR) Process Requirements: covers the identification of system stakeholders and
the definition of a development process and guidelines to define the way the require-
ments engineering activities and task are documented, managed and which require-
ments engineering tools must be used.

(OS.ER) Environmental Requirements: it has actions to understand and describe the
application domain, the business and business rules required by the system and the
environment in which the system will operate.
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(OS.ASP) Acquire and supply products or services: is responsible for managing the
acquisition and/or supplying products or services from/for other companies.

(PM.CI) Management of contextual information: handles the identification and spec-
ification of the contexts that can affect the system operation.

(EL.DSG) Define System Goals: has practices defining and describe the embedded
system goals.

(EL.SHC) Software and Hardware Constraints: contains actions to provide a set of
software and hardware constraints to ensure that the software and hardware components
will be in accordance with the architecture, design, or implementation constraints.

(EL.IEA) Identification of Environmental Assumptions: addresses the identification
of assumptions about the environment in which the system will operate.

(RA.SA) Security Analysis: handles the identification and management of risks and
failures to maintain product integrity and reliability.

(RA.ALD) Abstraction Level Definition: aims at the definition of the model abstrac-
tion level that will be produced at each sub-process.

(RA.MMP) Management of Market Pressure: has actions to investigate and manage
the consumer changes, environmental, and regulatory needs.

(DS.ESR) Embedded Software Requirements: handles the specification of software
requirements for embedded systems.

(DS.EHR) Embedded Hardware Requirements: addresses the identification and
specification of a set of hardware devices to be used in the development of an embedded
system.

(DS.DEH) Define Embedded Hardware Devices: has actions to identify and define
a set of hardware devices required by the embedded system such as sensors, actuators,
external interfaces, and hardware adapter.

(DS.DBR) Definition of Behavioral Requirements: contains practices to identify and
specify the software and hardware behaviors of the system.

(RV.IHS) Integration Between Hardware and Software: the purpose relies on the
system integration, which verifies the interaction among software components and the
communication interfaces between the software and hardware.

Maturity level view. There are three levels of maturity: Basic, Intermediate, and Ad-
vanced. These levels represent how mature the requirements engineering process is at
an organization. The benefits are achieved from moving from one level to another one.

Each action has a maturity level considering its essentiality and required skill/cost to
carry out. Dependencies among actions were also considered. When an action A de-
pends on action B to be performed, its level must be the same or higher than action B.
The maturity levels are described below:

(1) Basic: it contains basic actions in an established and repeatable Requirements
Engineering Process.

(2) Intermediate: the RE process at this level involves different roles and responsi-
bilities. Additionally, the process is driven by product strategies and goals.

(3) Advanced: it is the most mature RE process. The procedures are well established,
and concern about future work is essential (e.g., reusable materials, evaluation
terms, etc.).



Module Contents. Uni-REPM ES module has seven process area, fifteen sub-process
area, and eighty-nine actions. In Table 1, we present a process area of the Uni-REPM
ES module called Documentation and Requirements Specification (DS). For the sake
of space, itis not possible to include all sub-processes and actions of the module. Hence,
we only outline the actions of the Embedded Hardware Requirements (HER) sub-pro-
cess.

Table 1. Uni-REPM ES module overview

1D Description

DS Documentation and Requirements Specification

DS.EHR Embedded Hardware Requirements

DS.EHR.al Specify and document a set of hardware architecture standards
for the domain of the embedded system that will be developed

DS.EHR.a2 Elicit and specify a set of non-functional requirements that the
hardware devices must fulfill

DS.EHR.a3 Provide an overview of the hardware components to be used in
the development of an embedded system

DS.EHR.a4 Elicit the mechanical requirements (e.g., dimensions and
materials) for each identified hardware component

DS.EHR.a5 Elicit electrical requirements for each identified hardware
component

DS.EHR.a6 Identify and document the microcontroller of the embedded
system based on the results of previous actions

DS.EHR.a7 Specify and document a set of additional hardware devices based
on the results of previous actions

DS.EHR.a8 Perform hardware analysis. The goal of this analysis is to select
the hardware devices based on the business goals correctly, and
the quality attributes, also known as non-functional
requirements, to be achieved by the embedded system

DS.EHR.a9 Elicit a set of manufacturing requirements

DS.EHR.a10 Perform traceability between the functionalities of each
hardware device and the definition of behavioral requirements
described in process area DS.DBR

Module Usage. The goal of Uni-REPM ES is to assess the maturity of the requirements
engineering process for embedded systems. Thus, it can be used by stakeholders who
are involved in the process, deeply understand it, and oversee process improvement in
general. Examples of users are requirements engineer, software engineer, hardware en-
gineer, mechanical engineer, electrical engineer, quality assurance engineer, project
manager, and product manager.

The user should perform a mapping from the actions present in the model to the
activities in his/her real process to assess the maturity of the RE process. For each ac-
tion, the evaluator can select one of the three options: (IC) Incomplete - the action was
deemed vital but was performed partially or not all in this RE process; (C) Complete -



the action was completed in this RE process; and (IA) Inapplicable - the action was not
necessary or possible to be executed in this process.

The Uni-REPM ES maturity level is akin to the ones adopted by Uni-REPM [23]
and Uni-REPM SCS [24] : for the MPA to achieve a specific level, all applicable
actions of the level must be completed.

3.3 Example of Definition of Action

In the Uni-REPM ES module, actions also follow the same format assigned to sub-
processes to define their unique identifiers. Actions are identified by the MPA/SPA
under which they reside, followed by an "a" which stands for "action” and their position
in the group. For example, "RV.IHS.al" means the first action under MPA "Require-
ments Validation (RV)" and SPA "Integration between hardware and software (IHS)".
Besides the description of each action, there can be examples. They give practitioners
ideas on what the action is requesting.

Main Process Main Process
Area ldentifier Area Name

RY Requirements Validation
. Sub-Process
RV.IHS Integration Between Hardware and Software
Sub-Process Purpose: This main process area aims to support the system integration. It verifies the inter-
Area action among software components and the communication interfaces between the software
Identifier and hardware (PRIES: QUIGLEY. 2008). This is the most crucial step in embedded system

design, which the coded software meets the designed hardware for the first time. It consists
of verifying whether the embedded software runs correctly on the hardware design before the

design is committed for fabrication. This process is called HW/SW Co-Verification (JACK et al.,

2007).
Example of
Inputs Inputs: The results of the process areas: Embedded Hardware Requirements and Em-
bedded Software Requirements.
. Action Name
Actions:
Action =« RV.IHS.al - Plan and perform an HW/SW Co-Verification. (Level 3) The coded
Identifier

software and the designed hardware must be integrated and verified, to detect integra-
tion errors. The plan must include the co-verification method and a tool that should

provide control and visibility for both software and hardware engineers;

Examples of Co-Verification methods (JACK et al., 2007):

> Host-Code Mode with Logic Simulation;
Box with
ek Set S with Logic Si 3 Examples

© Evaluation Board with Logic Simulation:

& C Simulation:

Work Product
‘Work Products: Name

w‘l’;::m::“‘ « RV.WP1 - HW/SW Co-Verification Plan: A document describing the integration

process that decides if the hardware and software requirements that were implemented

Work Product
Description

are working correctly

Fig. 2. A snapshot of an Uni-REPM ES action

Another example of a sub-process is the EL.SHC Software and Hardware Con-
straints that was inspired by some concepts present in the METAMODEL (Software,
Hardware, Software Requirements, and Hardware Requirements), as well as the
STATE-OF-THE-ART and some standards.
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Studies in the STATE-OF-THE-ART category highlight the constraints on static re-
quirements and over the system behavior. Additionally, authors in [3] stated that em-
bedded systems are not related only to functional constraints but also to real-time con-
straints [3,23]. When it comes to hardware, constraints are associated with physical
components such as circuit safety constraint [5,6].

In the REQUIREMENTS-STD category, the ISO/IEC 12207 [12] requires the trans-
formation of implementation constraints into actions to satisfies the system require-
ments. Moreover, ISO/IEC 15289 [15] and 29148 [14] covers the description of con-
straints that affect the system under development. In terms of interface constraints,
ISO/IEC 15288 [13] aims the definition of mechanical, electrical, mass, and data con-
straints.

4 Validation

We are planning to perform a static validation of the module applying survey and in-
terviewing domain experts from different embedded systems areas. Additionally, we
also intend to perform a dynamic validation to evaluate the embedded system module
in case studies.

The goal of the static validation is to collect expert’s opinion to assess the proposed
module regarding its coverage, correctness, usefulness and applicability. Thus, we can
get early feedback that helps to identify potential problems and improve the module for
a dynamic validation [8].

The interviews will be conducted face-to-face and the survey will rely on self-ad-
ministered questionnaires sent by email. Our aim is that the subjects provide their opin-
ion about the SPAs, actions, and their maturity levels to validate its accuracy and ade-
quacy. Our process for static validation is been inspired in the work of [17] and [8], and
consists of the following steps:

(1) Problem Statement. The background and problem need to be clearly articulated
and defined;

(2) Selection of Experts. A fair number of experts need to be identified based on a
set of criteria. The set of criteria should include the credibility, knowledgeability,
and dependability of experts;

(3) Elicitation of Opinions. This step poses the right question and ensures conditions
for an elicitation process;

(4) Aggregation of Opinion. The basic idea here is to reach an aggregated opinion
or a consensus based on which a decision can be made; and

(5) Decision Making. This step makes the decision based on the aggregated opinion.

After the static validation, we will perform a dynamic validation. At this stage, the
goal is to conduct case studies to investigate the application of Uni-REPM ES in a real-
life context, evaluating the maturity level of embedded system processes in RE. Thus,
it will be possible to get feedback about the ES module regarding its coverage, useful-
ness, and applicability [8].
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We intend to select embedded systems companies from different domains to partic-
ipate in dynamic validation. Each company should designate one person responsible by
the validation. Thus, it will be possible to evaluate the maturity level of different ES
projects using the Uni-REPM ES module. The main objective will be: "Analyze the
requirements engineering processes for embedded systems of companies that develop
embedded systems. With the purpose of investigate the maturity level of their projects.
In the point of view of Requirements Engineer, Software Engineer, Hardware Engineer,
Project Manager and Product Manager. In the context of a view of embedded systems
development.”

The selected subject responsible by the embedded system project will be asked to
answer an assessment instrument which has questions related to the 89 RE actions for
ES. When answering the actions, one of the following situations may be found: - the
action was deemed vital but was performed partially or not all in this RE process. It
should be marked as "Incomplete” (IC); - the action was completed in this RE process.
It should be marked as "Complete” (C); and - the action was not necessary or possible
to be executed in this process. It should be marked as "Inapplicable™ (IC). After the
maturity level evaluation, the subjects will be asked to answer questions regarding their
feedback about the ES module. Then, we will perform data analysis to check whether
the dynamic validation objective was attended.

We emphasize that the actions presented in our module were based on an extensive
systematic literature review (SLR), international requirements engineering standards
(ISO/IEC, IEEE Std), metamodel concepts, and adopted embedded systems books and
reports. However, they will be probably revised after the static and dynamic validation,
to take in consideration the new information acquired from practitioners and case stud-
ies from different embedded systems domains.

5 Conclusions and Future Work

This paper describes a requirements engineering maturity module for embedded sys-
tems which is an extension to Uni-REPM [23]. Our goal is to provide a guide for com-
panies improve the maturity of their processes in terms of an evolutionary path from
chaotic and eventual processes towards mature and disciplined software processes.

The main contributions of this paper are the following:

o Benefits to academia: The embedded system module is based on an extensive
systematic literature review and industry requirements engineering standards.
Thus, the module is a summary of the state of the art by providing the identi-
fication and systematization of embedded systems practices.

o Benefits to industry: The module provides a process evaluation model for re-
quirements engineering practices in the development of embedded systems.
Additionally, it can guide requirements engineers to develop better embedded
systems by assessing their maturity and improving the completeness and cor-
rectness of the embedded system elicitation and specification.
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e Embedded systems issues: Through the development of the Metamodel for
Embedded Systems (MMA4ES) [20], it was possible to identify the main em-
bedded systems concepts. These concepts contributed to the identification of
relevant requirements engineering actions to be included in the module. Thus,
the module provides a way to evaluate sub-process areas (SPAS) related to
requirements engineering for embedded systems.

o Identification of weak areas for improvements: The embedded system module
has a measurement instrument to support engineers and managers to evaluate
the current status of an organization. Hence, it helps to identify weak areas for
improvements, allowing a better decision-making process. Besides, the eval-
uation can serve as a basis for the creation of a roadmap for improving the
organizational processes.

e The Module can be used in different embedded system domains: The studies
from our systematic literature review we used to create the module are from
different areas such as avionics, ground transportation, automation, medical,
and energy technology. Hence, some practices maybe not appropriate for a
specific organization and need never be implemented. In these cases, they are
considered "Inapplicable”. Thus, the module is suitable for embedded systems
companies of different types and sizes.

e Module does not require you to use a specific technique or process: The mod-
ule focuses on what can be done to achieve the maturity of processes, without
depicting how to perform the activities. Hence, the module is independent of
any technology such as a tool, RE modeling languages, software and hardware
development methodology, and programming languages.

We are currently planning a static validation to assess the proposed module regard-

ing its coverage, correctness, and usefulness and applicability. We also intend to per-
form a dynamic validation to evaluate the embedded system module in case studies.

This work has generated some research directions that we intend to address in future

works:

(1) What is the effect of applying Uni-REPM ES when it is instantiated in different
embedded systems domains?

(2) How to evaluate whether the module has a sufficient complete coverage of ac-
tions?

(3) How to integrate the Uni-REPM ES with the existing standards/practices in or-
ganizations?

(4) How to integrate the Uni-REPM ES with the existing software standards?

(5) What is the level of acceptance of Uni-REPM ES by practitioners?

(6) What are the features of a software tool to support the module adoption?

(7) How to develop a CASE tool to support the module?

(8) How the viewpoint of evaluators could be considered when determining the
overall maturity level?

(9) How to integrate safety concerns in the present module?
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(10) What is the module impact considering before/after assessment of RE practices

in organizations?
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