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Abstract. This paper presents the requirements for a more flexible and
adaptable Software Audit Model and its associated adaptable checklist
to conduct a software audit. This flexibility allows applying the SAM
independently of the software development life cycle chosen. The initial
proposed SAM will enable us to evaluate, integrate, and adapt the Stages
of Involvement in different software development cycles based on the
events necessary for aircraft certification with safety-critical software.
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1 Introduction

The technological advances and the constant concern to guarantee the safety of
people obliges the aeronautical industry to use complex and critical software for
different embedded systems increasingly. As part of the process of evaluating
and approving embedded software, Order 8110.49 Chg 1[2] has guidance for
assessing the software in stages (planning, development, verification, and final).
Based on the characteristics of each development and type of life cycle, the audits
performed using standards like Order 8110.49 Chg 1[2] and DO-178C[1] need to
be customized. Regardless of the software development life cycle used and the
percentage of artifacts achieved in each phase, minimizing the costs with reviews
and optimizing the anticipation of any issues, we intend to propose a Software
Audit Model (SAM) flexible enough to be tailored to several audit types,

Westfall[3] states that a requirement is a software s capability that provides
value to or is needed by a stakeholder. The requirement defines the “what” of a
software product. Also, Pressman[4] describes a software requirement specifica-
tion (SRS) as a document created when a detailed description of all aspects of
the software must be built must be specified before the project is to commence.
Based on Westfall[3] and Pressman[4] assertions, we are going to present the
requirements necessary to develop our SAM.
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2 Background and Related Work

2.1 Definitions

Audit: An independent examination of the software life cycle processes and
their outputs to confirm required attributes[I].

Certification process: A process that establishes communication, under-
standing, and agreements between the applicant and certification authority[I].

Embedded Software Development: It is typically split into five processes:
Requirements, Design, Implementation, Verification, and Validation[5].

Software Audit Model (SAM): It is a methodology that allows audit
any software development based on the software scope, allowing the use of a
customized checklist.

2.2 Related work

Some recent works discuss the details of the audit processes for safety-critical
software, like Dodd & Habli[7], which proposed a statistical method for support-
ing software certification audits. Steele & Knight[8] proposed the Filter Model
method, in which a certification process is characterized as a safety-critical sys-
tem where a system that should be rejected may be incorrectly certified, and this
is considered an accident. Ruiz et al. [9], and Schwierz & Forsberg[10] conducted
their assurance cases proposing an audit method that uses the Goal Structuring
Notation (GSN) method. Habli & Kelly[I1] associated the GSN method with
Goal Question Metrics (GQM) method. Silva & Vieira[I2] defined a framework
and a process to map the system assessment issues (empirical data) to their root-
causes, and to act upon those root-causes. In his article, Fulton [14] indicates
the application of Job Aid[I3][6].

3 Software Audit Model (SAM)

Based on Fig. [T} this article intends to present the main requirements for a
safety-critical SAM, which will generate a flexible model to be adapted to any
software development cycle (V-Cycle, Waterfall, Incremental, Spiral) by selecting
questions from its database. It also intends to allow the applicant to utilize the
audit process with any standard once the questions are related to a software

development process instead of a specific standard.
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Fig.1. SAM overview
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3.1 Requirements for Software Audit Model (SAM)

As stated by Westfall[3], a requirement is used to determine the functionality
that must be built into the software. In this paper, we aim to identify the main
requirements of an audit process to develop a new process that can be adaptable.
For the proposed SAM, the requirements elicited for the audit process are shown
in Table [1| and Section Also, the requirements were created based on the
authors’ several years of experience in software assessment, development, and
aeronautical standards, as well as on papers selected for a systematic literature
review[6] performed.

3.2 Development of the Software Audit Model (SAM)

The proposed SAM is focused on safety-critical software and includes questions
to conduct the audits to verify compliance with applicable standards. These
questions are selected based on the development stage and specific character-
istics of the audited process to confirm whether the development was carried
out following the processes. The suggested SAM aims to guarantee compliance
with the DO-178C. However, the proposed questions were not created to verify
individual compliance with each objective, but rather the phase as a whole. Addi-
tionally, besides the questions itself, a classification regarding the stage to which
they belong (Planning, Development, Verification, or Closure), and the answer
options (Yes, No, Not Applicable) are necessary to allow the customization.

Once the SAM is developed and detailed, using a question database, it will be
possible to use it by customizing a checklist to carry out and conduct an audit. A
specific audit can be performed at any phase of software development; thus, the
software development cycle that best fits this approach would be the Waterfall
as it foresees the end of one development phase to the beginning of another.
When discussing a development cycle, it is possible to put together more than
one development phase (requirements, design, and coding). In an audit or when
discussing Spiral or Incremental development cycles, it is possible to evaluate
the deployment of a function from its requirement until its test.

Table 1. Requirements for the SAM

1D ‘Descrip‘cion ‘Classiﬁcation

REQ-1.1|The SAM shall evaluate any software processes, indepen- High
dently of the software life-cycle used.
REQ-1.3|The audit model shall evaluate if the Requirements Process High
identify the software requirements from the system require-
ments.

After generating a customized checklist and executing the audit, it is pos-
sible to analyze recorded responses and related evidence, understand whether
the process was followed or if there were issues regarding compliance. It makes
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it possible to check which objectives of the applicable standard were achieved
by the project development. In our research, this compliance will be verified
against the DO-178C. By selecting as a sample the Software Requirements Pro-
cess defined for our SAM (see Section, it is possible to present as a sample the
following questions created to evaluate the software compliance, as indicated on
Table [2| It is essential to notice that this is a sample of our question database
that has 91 questions split into the SAM (See Table 1)) defined phases.

The intent of this proposed SAM is not only to verify that compliance with
the process established. But to understand whether it was possible to obtain
compliance with regulations and standards, in this way, the certification au-
thorities, for example, can be sure that the software is safe enough to be used
as expected. Furthermore, by proposing a SAM that is flexible, adaptable and
has questions focused on the software development process, regardless of regula-
tions or standards, it allows not only the DO-178C to be applied but also other
safety-critical software standards.

Table 2. Software Audit Model - Sample of proposed questions

ID |Question Options
R.02|Are the system requirements correctly refined by the soft-|Y / N / NA
ware high-level requirements?
R.04|Are the software high-level requirements defining the soft-| Y / N
ware behavior and external interfaces?

4 Discussion

Before proposing a SAM that is flexible and adaptable to many software develop-
ment cycles, we performed a SLR to understand what has been discussed in the
literature regarding assessing a safety-critical software and which methods they
are proposing. Although some identified purposes are used for the safety-critical
software assessment, still, the papers consulted are not explicit on whether there
is an established methodology or if only the existent methods have been adapted
for their purpose.

Considering the academic literature consulted, the concept of a SAM that
is flexible enough to be adapted to the aeronautical world and allow conduct
supplier audits more effectively was recognized. In this way, planning the software
audit’s scope will no longer be dependent on reaching a specific milestone. But
instead, a minimum amount of software scope already developed, allowing the
auditor to customize the checklist that will guide his/her audit based on this
information. Thus, the main requirements of this SAM were elicited to identify
which functionalities would be necessary for the proposed SAM to be flexible
and adaptable to any software development.

As presented in Table [I} the requirement of REQ-1.1 is the main require-
ment since it defines the foremost functionality that allows the evaluation of any
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software process independent of the software life-cycle used. The requirements
REQ-1.2 up to REQ-1.21 defines the phases of a software development cycle that
shall be assessed, including their main concerns. These requirements are essential
because they will drive the initial set of questions creation. The requirements
REQ-1.22 up to REQ-1.26 are related to SAM usability, like determining the
necessity of flow-down the requirements into a question database, allowing the
auditor to customize the questions for the checklist and the acceptable answers
for each defined question and the necessity to provide the necessary evidence to
answer a question.

A sample of questions for the checklist’s database of the proposed SAM is
presented; the proposed database initially contains 91 items distributed among
the software development phases. For this article, the selected sample is related
precisely to the requirements phase, once it is one of the essential aspects of
the software development process. Also, it allows us to demonstrate that the
proposed SAM not only assesses whether compliance with the software devel-
opment process or if there is a requirement created. It is also concerned with
elicited specific characteristics of the software, if there is the necessary informa-
tion to flow-down the requirement for the next phase, and induces the auditor
to evaluate several aspects of the software, still in its definition phase.

5 Conclusion

The objective of this paper is to define the main requirements (See Table
to create our SAM. Considering the value of eliciting requirements before any
product development, we used the same thinking to specify our requirements.
We decided to use this technique to identify the main requirements, ensuring a
robust development with a higher chance of being accurate and avoiding rework.
We have increased the ability to understand the SAM as a whole and identify
which points should be improved before beginning its development, allowing us
to perform the necessary adjustments and adaptations by eliciting requirements
to create the SAM. Our proposed SAM is more flexible than those currently
presented in the academic literature. It is adaptable to more than one type of
standard, regardless of the software development life cycle used.

Additionally, eliciting requirements must not only be used to understand
the functionality of the software or a system. Still, it can also be employed to
the elaboration of different processes, such as, for example, the SAM for safety-
critical software proposed in this paper. Such a technique helped us identify
the “functionalities” needed to obtain the differential of this SAM. The next
step of our research involves continuing to validate the proposed questions with
software specialists who have considerable experience in aeronautical software
assessment and development. At the end of this validation, a software audit will
be performed in a safety-critical software developed using a V-cycle Process.
Finally, we also plan to analyze the obtained result by comparing with Waterfall
and Incremental process as a way to validate the proposed SAM in different
software life cycles.
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